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DATA PROTECTION POLICY

OMAGH INTEGRATED PRIMARY SCHOOL & NURSERY
POLICY STATEMENT

Omagh Integrated Primary School is committed to protecting the rights and privacy of individuals in accordance with the Data Protection Act 1998 with whom we are registered.  The school processes information about its staff, pupils and other individuals it has dealings with for a range of administrative purposes (e.g. to recruit and pay staff). In order to comply with the law, information about individuals and pupils must be collected and used fairly, stored safely and securely and not disclosed to any third party unlawfully.

All "processing" of personal data (includes collection, holding, retention, destruction and use of personal data) are governed by the Data Protection Act 1998. The Act applies to all personal data - whether they are held on a computer or are held as part of a manual file. Personal data includes pupil’s name, address, age, gender, religion etc and parents’ names, addresses, telephone numbers and in some instances their place of work. 

Failure to comply with the Data Protection Act could result in the prosecution not only of the school but also of the individual concerned.

It follows, therefore, that all staff who are concerned with, or have access to, such data have an obligation to ensure that they are processed according to the eight principles of data protection under the Data Protection Act 1998:- 

1. Personal data shall be processed fairly and lawfully.

2. Data should be obtained for one or more specified lawful purposes. 

3. Data shall be adequate, relevant and not excessive. 

4. Data shall be accurate and where necessary kept up to date. 

5. Data is not kept longer than is necessary for its purpose. 

6. Data shall be processed in accordance with subject rights under the Act. 

7. Appropriate technical and organisational measures shall be taken against unauthorised/unlawful processing, loss, destruction, damage to personal data. 

8. Data shall not be transferred outside the EEA unless that country/territory ensures adequate level of protection for rights and freedoms of data subjects in relation to the processing of personal data. 

DATA PROTECTION PRINCIPLES

1.  Personal data shall be processed fairly and lawfully.
The school must make reasonable efforts to ensure that parents are informed of the purpose(s) of the processing of data, any disclosures to third parties that are envisaged and an indication of the period for which the data will be kept.  
2.  Personal data shall be obtained for specific and lawful purposes and not processed in a manner incompatible with those purposes.
Data obtained for specified purposes within the school must not be used for other purposes.  Wherever possible, personal data or sensitive data should not be obtained, held, used or disclosed unless parents have given consent. 

3.  Personal data shall be adequate, relevant and not excessive in relation to the purpose for which it is held.
Information, which is not strictly necessary for the purpose for which it is obtained, should not be collected. If data given or obtained is not relevant, it should be immediately deleted or destroyed.

4.  Personal data shall be accurate and, where necessary, kept up to date.
It is the responsibility of the school to ensure that data held is accurate and up-to-date. Completion of a pupil registration form or application form by the parents aims to ensure personal information is kept up to date.  Parents and staff are asked to notify the school of any changes in circumstance to enable personal records to be updated accordingly. It is the responsibility of the school secretary to ensure that any notification regarding change of circumstances is noted and acted upon.

5.  Personal data shall be kept only for as long as necessary.                                                      Currently, past pupils records are kept indefinitely on the computer CLASS system and paper folders of pupils results and relevant information are kept for a maximum of 11 years from when they leave or should have left Year Seven.

In general, electronic staff records containing information about individual members of staff are kept indefinitely and information would typically include name and address, positions held, leaving salary. Other information relating to individual members of staff will be kept by the Bursar for 6 years from the end of employment. Information relating to Income Tax, Statutory Maternity Pay etc will be retained for the statutory time period (between 3 and 6 years).

6.  Personal data shall be processed in accordance with the rights of data subjects under the Data Protection Act.                                                                                                                                       Parents and staff have a right to view all data held about them by the school for administrative purposes.

7.  Appropriate technical and organisational measures shall be taken against unauthorised or unlawful processing of personal data and against accidental loss or destruction of data.                                                                                                      All staff members are responsible for ensuring that any personal data on pupils, parents or staff which they hold or have access to is kept securely and that they do not disclose information to any unauthorised third party.  

Failure to comply with this principle constitutes an offence under the Data Protection Act and is a disciplinary matter which could result in dismissal.  

At present, personal information held on the computer CLASS system is accessible only by the secretary and the Principal.  Care is always taken to ensure that PCs and terminals are not visible except to authorised staff and that computer passwords are kept confidential and changed on a regular basis. PC screens are not left unattended without password-protected screen-savers.  

Manual copies are held in the secretary’s office, which can be accessed by all staff that might need personal information about their pupils or home telephone numbers in the case of an accident or emergency.  These records are kept secure and should not be removed from the office area.  

The disposal of personal and sensitive information relating to pupils and staff is carried out by the Principal, the Bursar, the secretary or the caretaker.  Information is securely disposed of by shredding and incinerating.

8.  Personal data shall not be transferred to a country or a territory outside the European Economic Area unless that country or territory ensures an adequate level of protection for the rights and freedoms of data subjects in relation to the processing of personal data.
Data must not be transferred outside of the European Economic Area (EEA) - the fifteen EU Member States together with Iceland, Liechtenstein and Norway - without the explicit consent of the individual.  Staff should be particularly aware of this when publishing information on the Internet, which can be accessed from anywhere in the globe. This is because transfer includes placing data on a web site that can be accessed from outside the EEA.  

Parental consent is sought at the beginning of the school year for photographs to be taken to appear in school publications.  Consent will also be sought for photographs to appear in other publicity material appearing in local/national newspapers or in other educational.  This complies with recent changes in the Child Protection Policy.
DATA PROTECTION - TELEPHONE PROTOCOL FOR THE DISCLOSURE OF PERSONAL DATA

No personal information including addresses or telephone numbers relating to pupils or staff should be given out over the phone and all staff should exercise caution when asked to do so.  There are exceptions to this when the call concerns outside agencies such as ESA, Health and Social Services, School Nurse or School Dentist.  In these instances, it is important that the outside agencies confirm information already held by the school or that the school knows the person calling.  If in doubt, staff should ask for a number and ring back to confirm the caller’s identity.

Parents, who phone into school seeking information from staff regarding other parents’ telephone numbers, addresses etc, are advised that, once again, this information is confidential and cannot be given out to a third party.

As an alternative to disclosing personal data, staff may offer to do one of the following:

· pass a message to a parent asking them to contact the enquirer; 

· seek the advice of the Principal if in any doubt.
SHARING OF INFORMATION WITHIN THE SCHOOL COMMUNITY

Under the Data Protection Act, staff should not disclose personal data to colleagues unless they have a legitimate interest in the data concerned.  As there is no definition as to what a "legitimate interest" is, it will have to be a matter of judgement in each case.  As a rule staff should consider whether or not the information is necessary to allow a colleague to perform his/her job. 

Information regarding pupils is not generally made available although any health problems which the school has been notified about will be discussed with the staff at a whole school meeting at the beginning of the school year.  If extreme medical problems are identified then a photograph of the child, their condition together with procedures to deal with their illness, is posted in the medical cupboard in the central staffroom for all staff to view.  This information is updated regularly and staff members are informed.  It is in the interest of all staff concerned to familiarise themselves with the medical needs of the children in their care and for the staff as a whole to be trained adequately.  

Likewise, any information regarding pupils who have special needs or are in care, or where there are known on-going custody issues, staff will be informed for the child’s protection. 

Please note that this school is registered with the Data Protection Agency.  This policy will be carefully considered should any request for information be received by the school under the Freedom of Information Act.
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